
Introduction to 
Cryptography

PCMI 2022 - Undergraduate Summer School

We are going post - quantum !
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First lattice - based ciphers date 1996

Ajtai - broken
NTRU - not broken

For us
,
we will be studying algs based on

the hardness of the Learning with ERRORS

problem ( LWE )

first introduced in 2005 by Regev



Today : simple cipher
tRphic enc over the integers

↳next week

Definition :
" Remainder

" ( new)
Given

,
a c- 2-1

,
0=1BEZ

,
can write

a= qbla ) - b + rb (a) ,
-

by < rb (a) ≤ bz
( instead of the usual 0≤r< b)
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key generation
secret key : p an odd prime of

"medium " size

public key is a list of integers (Ttl integers
for T

"

small
"

)
✗O , X , ,

✗ 2 . _ . I ✗ I

such that xi-qi.pt ri

9i is
"

big
"

ri is
"small

"



public key is a list of integers (Ttl integers
for T

"

small
"

)
✗O , X , ,

✗ 2 . _ . I ✗ I

such that xi-qi.pt ri

9 ; is
"

big
"

,

random

ri is
"small

"

,
Random

and Xo is the largest integer in the list,
Xo is odd

rplixo) is even
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learning With ERRORS

If the list was xi-gi.pe
( no tri )

this is the error

so we can't learn p

lattice here
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Encryption
Person A can only send either m=O or my

• take a random subset s≤ { 1
, . . . ,
I }

. Random small number r

then

c. =r×◦ ( Mt 2 Exit Zr )
its



Decryption
M = rp (c) mod 2

proof of correctness

C = rxo (Mt Z E Xi + Zr )
its

C = m + 2 E ✗ i +Zr - kxo
,
some int k

ic- S



C. = m -12 E. ✗ i-zr-kxo-xi-9i.pt ri
its - ×o=% - ptro

= m+2r +2
,

ri - Kro

+ p ( 2 Eqi - k% )
its

want : rp (C) = Mt Zr -12 Eri - Kro
ies

this is true if Kr -12 Eri - Kro / < -

lies



If that's the case ( which it is because we

define "small
" and "medium" to make it

true )

then.

tp (c)= m+2r -12 Eri
- Kro

ies

and ME rpcc) mod 2 if kEn .

this is true



Kro is even because

Xo=9o - ptro So rp(Xo)=ro

we chose Xo S.t. rptxo) is even

☐



Why must xo be odd ?

Because

C = m + 2 E ✗ i +2 r - kxo
ies

If Xo is even then C=_ m mod 2

Foie that % is the largest ⇒ K < I



That’s all for now!


