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We finish DLP/ Elgamal



① Solution to DLP : Baby steps , giant steps
G-_ (g) h=9×_ find ×

Adversary E

• choose N such that #G ≤ NZ

( but close to V#I )
/
quotient

If ✗ < # G then ✗ = Nx , +×.
_
Remainder

0≤ Xo
,
×
,
< N

.



Idea alg:
.gg

- n g-
N

%%gi
back h=g×

Baby steps : multiplication byg

Giant steps : multiplication by gN
① E compute + store g. 92,93 . . . GN

-1

- g
"
is among these



① E compute + store 1,9 , 92,93 . . . GN
-1

- g
"
is among these

② E computes b. g-
N

, hg
-2N

]
• _ _

until E gets a match with the list above

This will happen in ×
, steps .

③ ✗= ✗
◦
+ NX

,

✗
◦
= index of the match

✗ i = how many giant steps .



Number of operations to carry out
attack

• ≈ N group malt , N≈V#oT

• computing gN is polynomial using fast
exponentiation (or one more malt . )
inversion is also fast .

• ≈ Nz , at worst N group malt



So overall this algorithm takes about (~)

V-GÑ steps

This is exponential in 1<=109
,

# G (size #G)

#9=2
"

so ✓#G→ = 2142

This is an exponential time attack , so DLP is
hard in general .



Security levels in crypto
Measured in bits :

"

n bits of security
"

means takes 2
"

steps

to break / solve at least ,

• 128 bits internet today

• 256 bits top secret



For "generic
" G

,
or G S.t. we don't know how

to use extra info
,
to get 128 bits of

security, we need # G ≈ 2256

Such a a is an elliptic curve /Fp

then # G= # El#p)≈ p

Ey? ✗
'
+ AX -113

, AIB c-Fp



Next attack :☒ calculus is only for G=(2tpZ)✗
old : discrete 10g

Adversary E chooses a bound B ≈ 2/19131091097<21%1'

and computes + slopes the primes less than B

{ l , , lz , . . . ,
lr }

We call these primes the factobase .



① E to compute Iogglig for each big in the

factor base .

To do this
,
E chooses Random integers i , computes

gi -=gi modp
↑ least Residue modulo p

and then checks if gie# is divisible only
by primes in the factor base

.

If so , E saves g; = IT ljeici
)

,

if not keepgoing ,



E keeps going until they have ≈ r (# of primes
in the factor base) equations

gi = gi = IT ejeici
)

Each of these equations ↑ give an equation
r

i = Zejli ) mod p
- I

j=1
↑ unknowns

Now E Solves their r equations in r unknowns ,



② E takes random values u and

computes

h - g-
"
= hu Mod p

and checks if hu C- Z is divisible only by
primes in the factor base .

As soon as one such U is found
,
E is done .

hu= /Tljejlu



Then we have known
fpom step

1

loggh -u = Éejlu)loggf modp- I
j= ,

( Remember that

h - g-
"
= hu Mod p and hu= ltljeit

"

)



This attack takes ~ 2110g p )%( loglogp ) -43 steps

which is subexponential in logp (site ofp)

Accordingly, for 128 bits of security

need p≈ 21024
,
2204s

,
23072



That’s all for now!


